
DIGITAL EVIDENCE IN INVESTIGATIONS

WHERE DOES IT COME FROM? WHAT IS IT? WHAT IS IT WORTH?



WHERE DOES IT COME FROM?









The Communications Assistance for law Enforcement Act (CALEA) 

is a statute enacted by Congress in 1994 to require that 

telecommunications carriers and manufacturers of 

telecommunications equipment design their equipment, facilities, 

and services to ensure that they have the necessary surveillance 

capabilities to comply with legal requests for information. CALEA 

is intended to preserve the ability of Law Enforcement agencies 

to conduct electronic surveillance while protecting the privacy of 

information outside the scope of the investigation.



CalECPA

On Jan. 1, 2016, the landmark California Electronic Communications Privacy 

Act (CalECPA, SB 178) went into effect.

CalECPA has been hailed as ”the nation’s best privacy law.” Under CalECPA, 

no California government entity can search our phones and no police officer 

can search our online accounts without going to a judge, getting our 

consent, or showing it is an emergency.







WHAT IS THE RESULT OF THESE CELLUALR NETWORKS?



CELLPHONE RECORDS 

CDRs

CALL DETAIL RECORDS





THOSE TWO NUMBERS ALONE WOULD 
TAKE YOU TO THE PRECISE CELL TOWER 
AND CELL SECTOR.

LAC; LOCATION AREA CODE

CID; CELL ID

55505 IS THE LAC WHICH IS A BROAD 
GROUP OF CELL TOWERS.

4636 IS THE CELL TOWER NUMBER.

1 IS THE SPECIFIC SECTOR NUMBER OF 
THE 3-SIDED ATT SECTOR.



THESE TWO NUMBERS WOULD ALSO 
TAKE YOU TO THE PRECISE CELL 
TOWER; EXCLUDING ALL OTHER CELL 
TOWERS NOT WITH THAT LAT/LON.

LATITUDE

LONGITUDE

THE OTHER CELL TOWERS HAVE THEIR 
OWN LAT/LON.



THIS IS THE MIDDLE OF THE SECTOR; 
THE COMPASS HEADING.

AZIMUTH; OR
ORIENTATION

+ 60 DEGREES AND -6O DEGREES FOR 
THE 120 DEGREE SECTOR EMINATING 
FROM THE TOWER. 

WITH THIS INFORMATION, NOW YOU 
KNOW EXACTLY WHERE SECTOR 1 IS.

WITH ALL OF THE ABOVE INFORMATION, YOU COULD DRAW THAT PRECISE CELL TOWER AND PRECISE CELL SECTOR WITHOUT THE 
ASSISTANCE OF A COMPUTER ANALYSIS AND MAPPING SOFTWARE OF ANY SORT; A PROTRACTOR, RULER AND A #2 PENCIL.



CELL TOWER LOCATIONS GRAPHIC DISPLAY

CELL TOWER
CELL SECTOR

DIRECTION OF PHONE
FROM THE TOWER



SPECIALIZED LOCATION RECORDS

TIMING ADVANCE RECORDS – TDOA/PCMD/RTT

CELL TOWER

SECTOR DIRECTION OF 
PHONE FROM THE TOWER

ARC LINE DISTANCE OF THE 
PHONE FROM THE TOWER





TOWER DUMPS AREA SEARCHES



GEOFENCE SEARCH WARRANTSGEOFENCE SEARCH WARRANTS



AREA SEARCHES

LOCATION 1

LOCATION 2

LOCATION 3

LOCATION 4



…emerging investigative technique… …controversial practice…

…greatly enhances investigations…

…but threatens to erode civil liberties…

…sweeping data collections from people who are unlikely connected to the crime…

…landmark Carpenter decision.



…a geofence warrant collects data…

…law enforcement agencies use a multi - step process…

…to produce pseudonymized lists…

…containing limited user account information…



…rejected on issues of breadth and particularity…

…law enforcement sought…”all the data of the cellular telephones that 
accessed Google applications or used Google’s operating system…”

…not narrowly tailored…

…when the vast majority of the cellular phones likely to be identified in the geofence
will have nothing whatsoever to do with the offense under investigation… 



GLOBAL POSITIONING SYSTEM







WHAT IS DIGITAL INFORMATION WORTH?







WHAT IS IT?








